UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
PHUONG KIM TRA Poc 1ap - Tw do - Hanh phuc

S6: 512/UBND-VHXH Kim Tra, ngay 25 thang 8 nam 2025
VIV trién khai cac giai phap bao dam an
toan, an ninh thong tin cho cac hé thong
cong nghé thong tin dang st dung

Kinh gur:
- Van phong Dang uy phuong Kim Tra;
- Uy ban Mit tran T6 qudc Viét Nam phuong Kim Tra;
- Cong an phuong Kim Tra;
- Ban Chi huy quan sy phuong Kim Tra;
- Cac phong, don vi thugc UBND phuong Kim Tra.

Can ctr Cong vin s6 2937/SKHCN-IOC ngay 21 thang 8 nim 2025 cua
S¢ Khoa hoc va Cong nghé thanh phd Hué vé viée trién khai cac giai phap bao
dam an toan, an ninh thong tin cho hé théng CNTT sau khi van hanh chinh
quyén 2 cép.

Qua thoi gian trién khai cac giai phap bao dam an toan, an ninh théng tin
cho hé théng CNTT céc don vi (Giai phap phong, chéng ma ddc tap trung; Giai
phap phong, chéng tin cong c6 chu dich), tinh hinh 1dy nhiém ma ddc, virus tai
cac co quan, don vi da dugc han ché rat nhiéu so véi trude day. Cu thé trong nam
2024, hé thdng da phat hién va xir Iy 4.297 may tinh nhiém véi 2.836 loai virus da
duogc xtr 1y, va 36 loai 16 hong bao mat may tinh sir dung hé diéu hanh Windows.

Trén co so hiéu qua trién khai cac giai phap bao dam an toan, an ninh
thong tin trong thoi gian qua, ciing nhu dé dap Gng yéu cau tiéu chi vé an toan
thong tin tai bo chi s danh gia chuyén ddi sé (DTI); tiéu chi vé an toan, an ninh
thong tin dé trién khai Dé an 06, Uy ban nhan dan phuong Kim Tra dé nghi cac
co quan, don vi thyc hién mdt s6 noi dung sau day:

1. Van phong DPaing ay, UBMTTQ Viét Nam phwong, Cong an
phuwong, Ban chi huy quin sy phuwdng cin ct tinh hinh thuc té tai co quan,
don vi minh trién khai quy hoach, thiét 1ap dia chi Ipv4, Ipv6 (néu co), ddi tén
may tinh ngudi dung dé dé& quan 1y va truy quét khi xay ra tinh trang nhiém ma
doc, virus trén hé thong. Cai dat Giai phap phong, chong ma doc tap trung (Bkav
Endpoint,...) hodc cac giai phap, phan mém khéc theo huéng dan cua co quan,
ban, nganh cp trén.



2. Cac phong, don vi thu¢c UBND phuong

2.1. Cong chirc kiém nhiém An toan théng tin, an ninh mang cia
UBND phuwong

- Tién hanh quy hoach, thiét 1ap dia chi IPv4, IPv6 (néu c6) cho toan bo
hé théng may tinh cua try s6 UBND phudng (hoan thanh chdm nhit ngay
26/8/2025).

- Chu tri, hudng dan cho cac phong, don vi thudéc UBND phuong thiét 1ap
dia chi IP theo quy hoach va d6i tén may tinh ngudi dung theo diing quy dinh.

- Theo ddi, huéng dan cac phong, don vi cai dit cac Giai phap phong,
chéng ma doc tap trung theo hudng dan ciia S¢ Khoa hoc va Cong nghé.

2.2. Cac phong, don vi thugc UBND phudong

- Chi dao can bg, cong chirc, vién chirc, nhan vién don vi minh trién khai
thiét 1ap dia chi IP (theo quy hoach), d6i tén may tinh nguoi dung va cai dat cac
giai phap phong, chong mi doc tap trung theo huéng dan.

- B&o cao két qua thuc hién vé Uy ban nhan dan phuong (qua phong Vin
hoa - X4 hoi) cham nhat ngay 29/8/2025.

Trong qué trinh trién khai thyuc hién, néu c6 khé khin, vudng mic dé nghi
cac co quan, don vi lién hé 6ng Nguyén Vin Tam - Cong chirc kiém nhiém An
toan thong tin, an ninh mang ciia UBND phuong, dién thoai: 0934.999.552 hoac
ong Dang Phuong Thuyén, nhan vién phong Van hdéa — Xa hoi phuong, dién
thoai: 0792.774.867.

Nhan duge Cong van nay, Uy ban nhan dan phuong Kim Tra kinh dé nghi
cac co quan, don vi trién khai thuc hiér}%/&/
Noi nhgn: TM. UY BAN NHAN DAN

- Nhu trén; o KT. CHU TICH
- S& Khoa hoc va Cong nghé thanh pho (dé b/c);

- CT va cac PCT UBND phuong;
- CVP, P.CVP;
- Luu: VT.

Mai Van Xuan



PHU LUC
HUONG DAN CAI PAT CAC GIAI PHAP AN TOAN, AN NINH THONG TIN
(Kém theo Cdng van s6 512/UBND-VHXH ngay 25/8/2025
cua Uy ban nhan dan phuong Kim Tra)

1. Quy hoach, thiét 1ap dia chi IPv4, IPv6

Hudéng dan chi tiét tai SO tay van hanh 2 cip ciia img dung Hue-S

2. Thiét 1ap/ddi tén may tinh nguoi ding

Hudng dén chi tiét tai SO tay van hanh 2 cdp cta Gng dung Hue-S

3. Huéng din cai dit Giai phap phong, chong mi déc tip trung

Budc 1: Truy cap vao trang web https://dttm.hue.gov.vn/

Budc 2: Vo tab “THU VIEN UNG DUNG”, vao muc s6 6 dé tai phan mém

THU VIEN UNG DUNG _
1

H6 tro Trang Théng tin dién t& ndm 2018

Biéu méu déng ky chirng thir sé chuyén ding trong cac CQNN

Tai liéu Dich vu céng

Danh sach chirng thir s6 hét han thang 4/2019

Giai phap phat hién va chdng tan cong cé chi dich Viettel Endpoint - EDR

Phan mém phong, chéng mé déc tap trung Bkav Endpoint I

Dia cai dat chirng thwr sd

Tai liéu Hoi nghi téng két ndm 2023 trung tam 10C

B tai liéu Chuwrong trinh phd cap Chir ky sé toan déan trén dia ban finh Thira Thién Hué
Tai liéu Tai liéu Hai nghi frién khai céng tac chuyén ddi sé, Théng tin va Truyén théng nam 2024
Huéng dan dang ky va khai bao dia chi IPv6
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Tai ban cai dat tuong ing véi PC cta ca nhan (thong thuong 1a 64x)

THU VIEN UNG DUNG ]
S emem [wou| T | Nowams

1 hitps://updatefile bkav.com/BkavEndpoint.zip 07/09/2017

2 |BkavEndpoint_Windows_Offline (64x) L 02/05/2024
3 |BkavEndpoint_Windows_Offline (32x) & 02/05/2024
4 Van ban 639/STTTT-I0C ngay 29/3/2022 vé Trién khai Bkav Endpoint £ 21/08/2023
5 Huwéng dén cai dat Bkav Endpoint W 21/08/2023

Budc 4: Tién hanh cai dat


https://dttm.hue.gov.vn/

; -
Bkav . End point 15 j 7 Intemet Sequnty

Chao mirng

Cam dn ban d3 s dung Bkav Endpoint. M ban bam vao ndt "Tigp tuc™ 48 bat d5u

Tiéng Vit W

qua trinh i dat.

Quay lai

_..

B kav . End point 15 j 7 Intemet Sequnty

Thu muc cai dat

Ban bam vao nat "Cai d3t™ d& bat d3u qua trinh cdi d&t, hodc bam vao nit "Thay dai”
g€ thay ddi thu muc cii dat,

Cai dat Bkav Endpoint vao thu muc:

C:\Program Files (x3&)\BkavEnterprise

Thay dai ...

Budc 5: Sau khi cai dit xong, thuc hién dang ky ban quyén nhu sau:



Bkav

Endpoint 15

Cingcu | Tudng lira | Wehbsite | English

Khu vu'c quét

(®) Quét nhanh Windows
() Toan bd may C:\Users\Administ..
() chon thu muc [] Program files

Cau hinh quét

[0 patlich quét {r}} C3u hinh nang cao

(7 Gp vande vé may tinh, ban bdm vao day d€ dugc HE trg

Bao v& may tinh

Nang cao m Nhat ky

theo cach chuyén nghiép !

Bkav

20/01/2024 Bkav Endpoint AT 2024

Endpoint 15
. Congcu | Tufing li'a | Website | English
Thdéng tin ban quyén sif dung Luu y
Tén khach hang: Client ID: 1 S0 dung Bkav Endpoint g ban
Céng ty: Group: quyEn d& cd di tinh ndng wu
Picn thoai viét v hd trg kif thudt truc tidp
i€n thoai: o L
Email:

¥ ME&u gdp bat o vdn dé '!'\.'“é
. . s Bkav Endpoint an
mhongtinphicnbsn N .

Definition version: 4496
Engine version: 8.2.1

Pattern codes: 37.636.368

@ K&t ndi tdi may chu Bkav E

THong Tin ca nhan

Tén ngudi sir dung IHoz‘lng Dign Ky

5§ dign thoai [0s06760759 2
Email Ihdky.skhm@ue.gov.m|

Tén may chi Ibkav.hue.gov.\m

)

)

*)
*)

Endpoint

ail tai

hodc goi
ach hang
77150 d&

20/01/2024 Bkav Endpoint AT 2024

Luwu y: Mt khiau (Ban quyén) do Trung tim IOC cip theo tirng don vi



M3t khiu |

Chic mirng ban d3 dang ky thanh céng !
4. Huéng din cai dit Giai phap phong, chéng tin cong cé chi dich (Chi trién khai ddi
véi cac may tinh trong mang WAN cua thanh pho)

Budc 1: Truy cap vao trang web https://dttm.hue.gov.vn/
Budc 2: Vao tab “THU VIEN UNG DUNG”, vao myc sb 5 dé tai phan mém

THU VIEN UNG DUNG _
e e

Hé tro Trang Théng tin dién t&r ndm 2018

Biéu mau dang ky chirng thir sé chuyén dang trong cac CQNN

Tai liéu Dich vu céng

Danh sach chiing thu s6 hét han thang 4/2019

Gidi phap phat hién va chéng tan cong cé cha dich Viettel Endpoint - EDR I

Phéan mém phong, chdng mé déc tap trung Bkav Endpoint

Dia cai dét chirng thwr s6

Tai liéu Hoi nghi tng két nam 2023 trung tam 10C

B tai liéu Churong trinh phé cap Chif ky s6 toan déan trén dia ban finh Thira Thién Hué
Tai lidu Tai liéu Hoi nghi frién khai cong tac chuyén déi s6, Théng tin va Truyén théng ndm 2024
11 | Hwéng dan dang ky va khai bao dia chi IPv6

Budc 3: Tai phan mém EDR twong tmg voi PC cua ca nhan(théng thuong 13 64bit)

-m Nomy aang

0o ~N oo fs W N

-
o

V&n ban 1660/STTTT-I0C ngay 22/7/2022 vé Trién khai cai dat EDR 02/08/2023
2 Huéng dén cai dat Agent EDR ﬁ 02/08/2023
3 [File cai dat cho Windows 32 bit (Phién ban 4.89) Cap nhat phién ban . 04/10/2024
4 [File cai dat cho Windows 64 bit (Phién ban 4 89) Cap nhét phién ban & 04/10/2024

Budc 4: Tién hanh cai dit o
Chon More info = Run anyway (néu xuat hién giao dién nhu bén dudi)


https://dttm.hue.gov.vn/

Windows protected your PC

Microsoft Defender Smartscreen prevented an unrecognized app from
starting. Running this app might put your PC :
More info

e J e

Click chon Next-Next-Next dé cai dat



17 Ajiant Setup - >

@ Welcome to the Ajiant Setup Wizard

The Setup Wizard will install Ajiant on your computer, Clidk
Mext to continue or Cancel to exit the Setup Wizard.

Back Cancel

45 Ajiant Setup — X

@ Completed the Ajiant Setup Wizard

Click the Finish button to exit the Setup Wizard.

(a1]

nhén Finish dé hoan thanh
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